SecureVPN for working from home
By following the simple steps below you can gain access to the SU network and its services.

What do you need?

A computer to access the network and a cell phone which should be kept nearby when you want to
log on to the network.

Important Note: Make sure that Windows updates and Antivirus is up to date.
Make sure other Citrix applications are NOT running on the device when trying to
launch the Citrix Gateway

Step 1:

Install device compatibility check software
a. Open Chrome Browser and go to https://securevpn.sun.ac.za
b. Your device will need to be checked if it meets the requirements, Download and Run the

plugin

@ Citrix Gateway X +

&« (&) @ securevpn.sun.acza

Checking Your Device

Before connecting to your organization's internal network, we need to check that your
computer meets certain requirements.

Please download the software that handles this check.

Download

Show all x

Please note: Do no close browser window. It will be needed again later.
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https://securevpn.sun.ac.za/

C.

d.

e.

Click Yes if prompted

Show more details

m Win32 Cabinet Self-Extractor

Verified publisher: Citrix Systems, Inc.
File origin: Hard drive on this computer

Yes No
Click Install
‘ﬂ Citrix Gateway Endpoint Analysis Setup - X
Please read the Citrix Gateway Endpoint Analysis
License Agreement
CTTRI¥(R) LICENSE AGREEMENT
Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be
using this component. This component is only licensed
for use with such Citrix product(s).
CTX_code:EP_R_A32400
Upon installation, the Citrix G y plug-in files are added to
the Windows Firewall whitelist,
Instal | | cancel
Click Finish
ﬁ Citrix Gateway Endpoint Analysis Setup - X

Complete the Citrix Gateway Endpoint
Analysis Setup Wizard

Click the Finish button to exit the Setup Wizard.
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Step 2:

Scan your device for compatibility
a. Click Yes to start the scan

Citrix Gateway *

CiTRIX Gateway

Gateway Server  SeCUrevpn.sun.ac.za

In order to access specific corporate resources, an endpoint analysis scan is required. Information about your
system is sent to your corporate network for further evaluation.

Do you wish to run the scan?

b. Wait for the scan to complete

Citrix Gateway *

CITRIX Gateway

Gateway Server  SeCUrevpn.sun.ac.za
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Step 3:

Sign in and configure Multi-Factor Authentication

a.

After the scan, return to your browser window and log in with your SU credentials

B Sign in to your account x +

6

c

i login.microsoftonline.com

in to your account x +

c

# login.microsoftonline.com

an't access your account?

Sign-in options

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm.

Termsof use  Privacy 8t cookies

o

% Incognito

@sun.ac.za

Enter password

Forgot my password

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm.

Termsof use  Privacy 8 cookies
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b. You will be prompted to enable additional security on your account, click Next
R = m]
& Sign in to your account X +

&« () # login.microsoftonline.com 3 3-0a3 G ff g % Incognito

@sun.ac.za

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm.

Terms ofuse  Privacy 8 cookies

c. Method to use is “Authentication Phone” and “Send me a code by text message” and enter a
Cell Phone number then click Next

curity verification X+

# account.activedirectory.windowsazure.com,

Additional security verification

Secure your account by adding phene venfication to your password. View video to know how to secure your account

Step 1: How should we contact you?
1 1. Authentication by Phone
2 . 2. Select South Africa (+27)

3. Enter your Cell Number
Method 4. Method: Send me a code by text message
4. e
Call me Click Next
Next
Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.
22020 Microsoft  Lega Privacy
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d. You will receive a SMS with a verification code on the number provided. Enter the
verification code and click Verify

= ]
@ Additional security verification x +

= (6] # account.activedirectory.windowsazure.com, i @ Incognito

Q

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +27

When you receive the verification code, enter it here

©2020 Microsoft  Legal Privacy

e. Click Done when successful

= ]
@ Additional security verification X +

<« c # account.activedirectory.windowsazure.com r % Incognito

q

Additional security verification

Secure your account by adding phane verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +27

Verification successfull

©2020 Microsoft  Legal Privacy
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f. Click No

n in to your account x +

(& login.microsoftonline.com

@sun.ac.za

Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

Don't show this again

No

To Sign-in at Stellenbosch University requires
@sun.ac.za username. Passwords can be changed at
www.sun.ac.za/useradm.

Terms of use  Privacy & cookies

Step 4:
Install Citrix Gateway Plug-in

a. Download and Run the Citrix Gateway Plug-in

x +

Securevpn.sun.ac.za

Citrix Gateway

If the Citrix Gateway Plug-in is not installed, click Download to install the software and
connect automatically.

If a proxy server is configured, you need to add "localhost” to the proxy exception in your
Web browser.
For more information contact your help desk or system administrator.

Download

To install the Citrix Gateway Plug-in for Windows
1. Click Download.
2. In the File Download dialog box, click Run.

3. In the browser dialog box, click Run to install the Citrix Gateway Plug-in
Windows.

Show all X
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b. Click Install

‘_E Citrix Gateway Plug-in Setup — >

Please read the Citrix Gateway Plug-in License
Agreament

CITRI¥(R) LICENSE AGREEMENT

Use of this component is subject to the Citrix license
covering the Citrix product(s) with which you will be
using this component. This component is only licensed
for use with such Citrix product(s).

CTX code:EP_E_A324%0

Upon installation, the Citrix Gateway plug-in files are added to
the Windows Firewall whitelist,

Install | | cancel

c. Click Yes for the UAC pop up

d. Click Finish

‘ﬂ Citrix Gateway Plug-in Setup — >

62e300.msi

Verified publisher: Citrix Systems, Inc.
File origin: Hard drive on this computer

Show more details

Yes Mo

15 Citrix Gateway Plug-in Setup — *

Complete the Citrix Gateway Plug-in
Setup Wizard

Click the Finish button to exit the Setup Wizard.
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e. Click Yes to restart the device

ﬁ Citrix Gateway Plug-in Setup

GOl You must restart your system for the configuration
changes made to Citrix Gateway Plug-in to take effect.
Click Yes to restart now or Mo if you plan to manually
restart later.

k. * 4

Step 5:
Connect to SecureVPN with the Citrix Gateway Plug-in

a. Once installed, the Citrix gateway can be accessed from the Start Menu. Once open it will
connect to the SecureVPN

Citrix Gatewa: x

CiTRIX' Gateway

= Status

Connection URL
securevpnsun.acza Home page

Current Session
® Started at 00:44:44 PM Mar 27, 2020

Connection Duration: 0d00h00m56s
Internal network address : Not enabled
Data Sent: 105.63 KB

Data Received: 300.07 KB

b. From here the user will have access to services as if they were on campus

Important Note: Make sure that Windows updates and Antivirus is up to date.
Make sure other Citrix applications are NOT running on the device when trying to
launch the Citrix Gateway
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Step 6:

Troubleshooting
a. If you trying to connect and get the screen below you will need to update your antivirus with
the latest update before you can connect.

ACCESS DENIED
Your dey es not meet the requirements for logging on
or more mformation, contac ur help desk and provide the following information:
Caze 1D a7e98

Access might have been denied because of follo fter rectifying relevant issues

= None of Antispyware installed on your machine has recent virus definition file

b. Once updated, you will be able to connect to SecureVPN with the Citrix Gateway Plug-in
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